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2 Introduction

2.1 Introduction

Contact the MailEnable Team

MailEnable Pty. Ltd. (ACN 100 453 674) is an Internet Messaging product company that develops, markets and
supports software for hosted messaging solutions. MailEnable’s mail server suite provides a tightly integrated
hosted messaging solution for the Microsoft platform.

MailEnable is a 100% privately owned Australian Company and was established in early 2001. MailEnable's
customers include some of the worlds largest Internet/Application Service Providers, Educational Institutions,
Organizations, Government Agencies and Corporates.

59 Murrumbeena Road
Murrumbeena Victoria, Australia
Tel: +613 9563-4177 (AEST)
Fax: +613 9530-4066

Email: info@mailenable.com

Support

For any support issues including program defects and general support inquiries, please follow the link below. The
web page displayed here shows a form, which once correctly filled out, will permit the MailEnable support team
to assist in any support requests.

http://www.mailenable.com/support/supportrequest.asp

Web site
MailEnable’s web site provides links to reference materials, product information, knowledge base, forums, etc.
Knowledge base

The MailEnable Knowledge base is available at http://www.mailenable.com/kb. It contains the latest
information on user queries and application configuration issues.

Forums

MailEnable forums are found at http://forum.mailenable.com. The forums contain public posting and replies
from MailEnable users.

How to download

To download MailEnable Enterprise Edition, follow the link below to obtain the latest supported update:

http://www.mailenable.com/download.asp

Any patches and hot fixes deemed necessary for the continual use of the MailEnable product will also be made
available here.

2.2 Prerequisites

Pre-requisites

MailEnable will run on virtually any computer capable of running a Windows server environment. Web mail and
web administration require .Net 2.0 to be installed.

Component Requirement

Operating e Windows Server 2008 R2

6 ©2011 MailEnable Pty Ltd. All Rights Reserved.
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System e Windows Server 2008 (including 64 bit versions)
e Windows Server 2003 (including 64 bit versions)
e Windows 2000

e NT 4 Server (some features are not available under NT, including webmail).
Note: MailEnable™ Pty. Ltd. does not provide support for Windows NT 4.0 installations.

e For details on running on Windows XP/Professional/Vista/Windows 7, please see:
http://www.mailenable.com/kb/Content/Article.asp?ID=me020357

Memory e 1GB RAM or higher

Hard disk

100MB hard disk space (excluding space for email data and configuration)

Others

Network interface card configured to use TCP/IP
e Internet connection (with fixed IP and access for ports 25, 110, 143)
e Microsoft IIS v5.0 or higher required for Webmail & Administration capabilities
e Microsoft .NET Framework 2.0 or later (for .NET Webmail & Administration)
Requirements for Windows NT 4.0
Window NT has some requirements, so you will need to install the following if you have not done so already. Due

to Microsoft stopping all security fixes for NT 4.0 at the end of 2004 it is not recommended that an NT 4.0 server
is connected to the Internet.

Additional Requirements for Windows NT 4.0

e Service Pack 6a

e Microsoft Management Console (MMC) 1.2 or later

e Internet Explorer 5.5 or later (with Browsing Enhancements)

e Microsoft Data Access Components 2.1 or later (for MailEnable™ Professional & Enterprise Editions)

4 Note: While the MailEnable product suite can be installed and has been tested on XP and workstation
environments the company does not support these platforms.

[ Note: In order to install either the web administration or web mail components of MailEnable, Microsoft
Internet Information Server (lIS) will need to be installed. If you do not intend to use these components,
then IS is not a requirement.

2.3 How Internet Email Works

To administer a mail server on the Internet requires knowledge of how email works. It is important to know how
messages are delivered and sent, how mail servers contact each other, and how users retrieve their email. This
will help in diagnosing problems, tracking faults, and knowing who to contact when something goes wrong. The
information in this section is not specific to MailEnable; this applies to all mail servers. This information is
essential to know in order to properly administer an Internet mail server.

Email Clients

An email client is a software application that is used to send, receive, store and view e-mail.
Some examples of email clients include
e Microsoft Outlook

7 ©2011 MailEnable Pty Ltd. All Rights Reserved.
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e Microsoft Outlook Express
e Mozilla Thunderbird

e Pegasus Mail

Email server

An email server holds and distributes e-mail messages for email clients. The email client connects to the email
server and retrieves messages. An email server may also be known as a mail server, or a mail exchange server.

Sending and receiving mail

To send Internet e-mail, requires an Internet connection and access to a mail server. The standard protocol used
for sending Internet e-mail is called SMTP (Simple Mail Transfer Protocol). The SMTP protocol is used to both
send and receive email messages over the Internet.

When a message is sent, the email client sends the message to the SMTP server. If the recipient of the email is
local (i.e. at the same domain as the email originated from) the message is kept on the server for accessing by
the POP, IMAP or other mail services for later retrieval.

If the recipient is remote (i.e. at another domain), the SMTP server communicates with a Domain Name Server
(DNS) to find the corresponding IP address for the domain being sent to. Once the IP address has been resolved,
the SMTP server connects with the remote SMTP server and the mail is delivered to this server for handling.

If the SMTP server sending the mail is unable to connect with the remote SMTP server, then the message goes
into a queue. Messages in this queue will be retried periodically. If the message is still undelivered after a
certain amount of time (30 hours by default), the message will be returned to the sender as undelivered.

2.4 What's New in Version 6

The following section outlines the new functionality provided in Version 6 of MailEnable.

Updated Webmail

The MailEnable™ webmail client has been improved to provide a new (‘'mailenable_syncML.jpg'
fresh look with additional features that enhance the overall experience in the on-line
for a user accessing their mail. documentation)

A new skin called Oceano has been added to complement the existing
Mondo skin. This skin is better suited for low bandwidth connections,
providing a passive blue backdrop.

Version 6 webmail also includes a handful of new features and an array
of improvements, particularly for mobile devices such as the
iPhone/iPad.

Cloud Storage (WebDAV Support)

It is now possible to use MailEnable™ as a cloud storage provider. Mailbox owners are able to access their "My
Files" folder as a network drive over the WebDAV protocol. Mailbox owners can store photos and documents
from their computer or phone (using products like NetDrive™ and other WebDAV clients). For example, a
person can take a photo with their iPhone and immediately save it to MyFiles.

L

—
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5 B

Inline YouTube Player

When users receive messages that contain YouTube video links, Webmail will detect these links, then
automatically create selectable thumbnail previews. Users can then click on these thumbnail links, and play
the video right there in the message body!

Webmail's embedded YouTube Player integrates full video control, including play, pause, adjust volume, view
in fullscreen buttons.

MP3 Media Player

Webmail has been enhanced to allow interactive inline streaming of audio files (MP3's). Messages containing
MP3 file attachments can now be previewed and streamed instantaneously within the Webmail client.

Users are also able to preview and stream MP3 files directly from their "My Files" storage folders.

The MP3 Media Player will stay appeared on an unobtrusive position in Webmail, to allow the user to multitask
and continue doing other activities in Webmail whilst listening to MP3's, such as viewing/composing messages,
create appointments, contacts, and tasks.

This feature requires the Adobe® Flash® Player for web browsers to be installed on the client machine.
Export Contacts

Users can now export all their contacts as a CSV file (Outlook compatible format) with a simple click of a
button. Extra contact fields are also supported for imports.

Send Contact as vCard Attachment

Users can now send a contact card from contacts in their Address Book.

A simple right-click on a contact allows the option to send the contact as a vCard. This will then open up the
compose screen, and a new message will be created automatically containing the vCard as an attachment, and
ready to be sent.

Add Recipients as New Contacts After Sending

Webmail now provides the ability to add new recipient contacts to their Address Book after sending a message.

When this option is enabled (via "Options>Mail"), Webmail will prompt the user whether to quickly add any
recipient contacts that are not already in the Address Book as new contacts, after a message has been sent.

Users have the ability to specify which email addresses to add when sending messages to multiple recipients,
and can also quickly input first/last names for these new contacts on the spot.

Force Spell Check Before Send

Webmail now has the ability to enforce spellchecking for every e-mail before it is sent.

When this option is enabled (via "Options>Mail"), the "Send" button on the message compose page will change
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to "Check Spelling”.
Only when the spellchecking process has been completed, the user will then be able to send off the email.

Server administrators will also have the ability to force spell-checking for all mailboxes, via settings in the
MailEnable™ administration program.

Queue Prioritization

Messages that are sent out as bulk e-mail or are part of an e-mail campaign can now be assigned to a bulk mail
queue. This means that bulk mail outs are less likely to impact on the delivery of regular e-mail.

Also, an administrator is able to designate users whose messages should be sent with Priority. Messages sent by
these users are placed in a Priority queue so that they receive preferential treatment over other messages.

Please see Queue Prioritization (on-line documentation)

Integrated Global & Post Office Footers/Disclaimers

System and Post Office Administrators are now able to add global or Post Office footers to messages as they
are sent to external parties. Mailboxes which are administrators are able to configure this through web
administration.

Please see: Postoffice - Footers (on-line documentation)

System Alerting & Monitoring

MailEnable™ now includes a monitoring agent that checks system health and can notify an email address of any
problems that are detected, such as a large amount of email going through the system, or service failure.

Please see: System Tray Utility (MEtray) (on-line documentation)

Intelli Messaging Support (SMS Provider)

MailEnable™ now provides support for a third SMS gateway service provider, Intelli Messaging. Now there is
more choice with provider, and with some simple entry of your account details within MailEnable™ you will be
able to do email-to-SMS in no time.

10 ©2011 MailEnable Pty Ltd. All Rights Reserved.
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Please see: SMS Connector - General (on-line documentation)

IMAP Speed/Bandwidth Improvements (UIDPLUS Extension Support)

MailEnable™ recently provided some significant speed and resource improvements to its IMAP and core
messaging services. The IMAP service has received yet another boost in that it now supports the UIDPLUS
extension. The UIDPLUS extension is available in many email clients and has recently been embraced in
Outlook 2010 to boost its IMAP performance.

For feature availability please visit: http://www.mailenable.com/versioné/default.asp

11 ©2011 MailEnable Pty Ltd. All Rights Reserved.
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3 Overview

3.1 Overview

MailEnable has multiple services that interact in order to deliver a message to a mailbox. This interaction is done
by a system of queues, which are used to move the emails around. The actual moving of the messages is done by
the MTA service, which is logically the central service to the whole MailEnable system. The MTA will pick up
messages waiting in a queue and move them to the queue of another service to be processed.

3.2 Structure of MailEnable

Structure of MailEnable

MailEnable is comprised of Connectors, Agents and Services. The definitions of these components are
described in the table below and in detailed in following sections.

Component Definition

Connectors Connectors move mail between systems or subsystems (local or remote)

Agents Agents run perform specific management or operating functions for MailEnable itself. An
example of an Agent is the Mail Transfer Agent. Its function is to move messages between
connectors.

Services Services expose MailEnable functionality to external agents or programs. An example of a
service is the POP3 service. This service allows mail clients to access mail from their post
office.

hail Transfar Agent(hd TA)

g ¥ & 7

SMTF C onnector Fostanice List Connectar FOF Retrieval
Connector Connector
I ail bioes

hiail services: IM&P, POP, Web mail, HTTP Mail ate.

Services

Services allow external programs (usually email clients) to access the message store.

When a user wants to read email that has been sent to their mail server for handling, there are several mail
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services that can be used to retrieve the email messages so that the user can read them in their email client.
These services include:

e POP3
e Web mail

Each of these mail services is described in more detail in the Configuration of connectors, services and agents
section.

Connectors

Mail connectors move mail between systems or subsystems (local or remote). A mail connector allows
MailEnable to send and receive mail messages to and from external systems. MailEnable has several mail
connectors: SMTP, POP Retrieval, Post office and List server connectors.

SMTP connector

The SMTP connector is responsible for both receiving inbound SMTP mail and delivering outbound SMTP mail.

Post office connector

The Post office connector is responsible for delivering mail to a post office. It processes mailbox level filters,
handles quotas, auto responders, delivery events, groups and redirections.

List server connector

The list server connector is responsible for receiving and delivering mail to users that are subscribed to the
lists.

Agents
Mail Transfer Agent (MTA)

The Mail Transfer Agent is responsible for moving messages between connectors. It also processes the pickup
event and global filters.

3.3 Administration

From an administration perspective, MailEnable is comprised of the following components.
e Post offices

e Domains

e Mailboxes

e Lists

e Groups

LHREm W ailboxes Ligs Grougps

(B0, COMMpanys. com, b
company nen {e.0. infd) f{e.n. ist@company:.com) | | (e staf@compane:. com
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Email address 1
(E.0. infOEC ompa . c o

Emrail address 2
(e, info@compa e net)

Post offices

A post office is used to host multiple mailboxes and domains under one area. For example, to provide mail
hosting for multiple companies, each company would have a post office. A post office can have multiple
domains and mailboxes assigned to it. A small mail server might only have one post office. Post offices can
have the same name as a domain. It is common for hosting companies to use a domain name as a post office
name and to only have one domain within that post office with the same name.

Domains

Multiple domains can be assigned to a post office. At least one domain needs to be configured in order to have
a valid email address.

Mailboxes

A mailbox is a repository for email. It is used to store emails for one or more email addresses. When a user
connects with a mail client application (Outlook Express, Eudora, etc.), they connect to a mailbox to retrieve
their email. When creating a mailbox, MailEnable will automatically create an email address for each domain
in the post office, using the format mailboxname®@domain. A mailbox can have multiple email addresses. This
means a user only requires one mailbox to connect to, from which they can retrieve email from all their email
addresses.

Email addresses

Each mailbox can have one or more email address mapped to it. It is only possible to add an email that
matches an existing domain for the post office. When a mailbox is created, MailEnable will automatically
create email addresses for each of the domains for the post office.

Lists

MailEnable contains a list server that enables people to subscribe and unsubscribe to a list. A list is an online
discussion group or information mailout, where emails are sent out to all the members. People are able to post
to the list (e.g. list@companyx.com), and the server will duplicate their email and send it out to all the
members.

Groups

A group is an email address that maps to one or more other email addresses. For example, a group which has
the recipient as staff@companyx.com can have 50 email addresses as members of this group. When someone
emails staff@companyx.com, the email is duplicated and sent to all 50 members.

3.4 Email Delivery Flow

Sending Email

When mail is being sent to a non-local address, this is known as “relaying” i.e. MailEnable has to "relay” the email
back out.

— SMTP SMTP
i INBOUND OUTGOING The
outgoing Sl i Internat

£
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Requiring users to authenticate against the server prior to sending email can stop spammers from using the mail
server to send email out to anyone.

When email is being delivered to a local address, this is not relaying, and MailEnable will always accept this
email. This is how email is received from other mail servers on the Internet, as they do not need to authenticate.

Receiving Email

When an email arrives via SMTP, the SMTP service saves this message to its inbound queue. The MTA service is
constantly checking this queue for new items. When the MTA sees the message arrive it examines the message to
determine where it is to go. If the MTA service determines it is to go to a local mailbox, then it will move the
message to the post office connector service outgoing queue. The post office connector will be checking its
outgoing queue and can then process this message and deliver it to a users mailbox.

e
'NEB':"""D OUT G OING
usue o
5 Py NEYIEY i
alocal af s, this is . and Mat.__able will always accep

The naming of the Inbound/Outgoing queues may be confusing initially. But think of the queues as always relative
to the MTA service. So the MTA service will check all the inbound queues of the services and move messages to
the outgoing queues of the services. Services only check their outgoing queue and if they need to create a
message then they will do this in their inbound queue.

Since the MTA service is the central service responsible for moving messages around the system, it is the logical
place for all the global filters, and items such as anti-virus, Bayesian filtering, etc. (the features available are
determined which version of MailEnable). Even messages arriving via SMTP and sent via SMTP are processed by
the MTA service, since only the MTA can move the email from the SMTP Inbound queue to the SMTP Outgoing
queue.

Utilizing different services in this way gives MailEnable a high level of flexibility, such as allowing services to be
split across machines and to permit more than one type of service to be running on different servers. But this
flexibility does create one hurdle for an administrator of MailEnable, and that is the problem of being able to
track a message. A message being sent to a local mailbox will be logged in the SMTP logs, the MTA logs and the
post office connector logs. Fortunately there are tools and monitoring software that come with MailEnable that
makes this tracking easier, but understanding the queue mechanism will make administering the MailEnable
server a lot easier.
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4 Installation

4.1 Installation Overview

[ Note: Installing MailEnable requires administrative privileges on the server MailEnable is to be installed on.

Run the installation executable. The installation program will then guide the rest of the installation process. Each
screen of the installation program contains data entry fields, Next, Back and Cancel control buttons.

The Next button proceeds to the next step of the installation process.
The Back button steps back through the installation process.

To exit the installation at any time, select the Cancel button.

4.2 Installation

Welcome screen

The welcome screen informs that MailEnable is about to be installed. It also provides a warning outlining the
copyright protection of the MailEnable product suite.

To continue installing the application, click on the Next button.

Please click the Next button to continue.

42 welcome x|

program will install kailEnable Mezzaging Services
for Microsoft Windows [5.171] on pour computer.

% Wielcame to the MailEnable Setup prograrn. This

[t iz gtrongly recommended that vou exit all Windows programs
befare running thiz Setup Program.

Click Cancel to quit Setup and close any programs you hawve
running. Click Mest to continue with the Setup pragran .

Puartions of thiz application are Copyright [] 1935, 1988, 1933
The Regents of the University of California. All rights rezerved.

WARMIMG: This program iz protected by copenght law and
international treaties. Unauthorized reproduction or distribution
of thiz program, or any portion of it, may result in severe civil
and criminal penalties, and will be progecuted to the maimum
extent pozsible under law.

Cancel |

Registration details

This screen is for entering registration details, which will be used and displayed in the Diagnostic Utility that
will be outlined later in this document. Enter your name and company name in the boxes provided.

Please click the Next button to continue.

43 Get Installation Settings x|

Fleaze enter the name and company of the registered owner of
ki alEnable Meszaging Services for Microzoft WWindows into the
) % St S pieh At B 8 e JE gl e B e oo | BORES S R P LT
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Compati:

Imailenahle

HOTE: i iz recommended that you read the Quick
Start installation guide before installing MailEnable.
Thi= is available at:

http:/www.mailenable.com/support

< Back | Mewt » I Cancel

Terms and conditions

The ‘Terms and Conditions’ dialog box explains the licensing terms and conditions of installing and using the
MailEnable product suite.

Read this carefully as it outlines all conceptual and legal issues relating between the agreement between
MailEnable and the End User in relation to the way the program can be used.

Please select the Next button to continue.

+2 Terms and Conditions X

Pleaze read the terms and conditions below;

“t'ou should carefully read the following termz and condition: &
before uzing this software.

Inlesz you have a different license agreement signed by the
rezpechive owners, authors and copyright holders of the

i alEnable product suite, herewith referred to az ['ME"™],
wour wze, distribution, or inztallation of this copy of MailE nable
indicates your acceptance of thiz Licenze.

A&l ight= of ary kind in M alEnable which are not exprezsly
granted in thiz License are entirgly and exclusively rezerved to
and by "ME". Yiou may not rent, leaze, modify, reverse
engineer., tranzlate, decompile, dizaszemble MalEnable
withaut the permizzion of ke owners, authorz and copyright
holders of MalEnable.

“v'ou are hot permitted to commercialize derivative warks of

=]
< Back I Mewt » | Cancel |

Select installation components

The next part of the installation process is to select the MailEnable components to install.

Web Mail Service (Server) - This will install web mail for MailEnable. This option requires that Microsoft
Internet Information Services (lIS) is installed.

Select the components to install. Check that there is enough disk space required to install the selected
components.

Please click the Next button to continue.
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Select Components

[r the options list below, zelect the checkboxes for the options
that yau would like ta have installed. The dizk space fields
reflect the requirements af the options pou have selected.

¥ wieb Mail Service [Server) 13609 |
Digk Space Required: 13609 k
Digk Space Remaining; 3391985 k

< Back |

Caricel |

Choose program installation location

Standard Manual -

Setup will prompt to nominate where to install its configuration and binary files. By default, MailEnable will
install itself under the “Program Files” directory. This can be changed to a different directory by selecting the

Browse button.

£2 Choose Program Files Location

Setup will inzstall the Program Files far MallE nable Meszaging
Services for Microzoft Windows in the following folder.

It iz important that you name this directory a2 a genenc name
independant of the ersion you are inztaling. If you chooze o
upgrade to MailEnable Profeszional Edition, pou should install
into the SAME directonies as Standard Edition. Thiz will rermove
any confuzion az to where MailE nable iz installed and ensure
that you only have a single copy of MalEnable libranies on your
zpzher,

T o inztall inta a different falder, click Browse, and select
another folder.

" Destination Folder

C:5Program Filezhd ail Enable Browse. . |

Cancel |

Select Program Manager group

The installation wizard will now prompt for the program group in Windows for the MailEnable icons and
shortcuts installed. Accept the default settings to install the icons under the “Mail Enable” Program Group

Please click the Next button to continue.

_53- Select Program Manager Group

18
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Enter the name of the Program b ahager growp to add
kailEnable Meszaging Services for Microzoft Windows icons
ko

t ail Enable

Arccessanes -
Administrative Toolz _I
BlackBemy

CCleaner

Cizco Systemz WPM Client
ESF

tail Enable

ticrozoft Office

Microzoft SOL Serer 2005

Microzoft Wizual Sources afe

Microzoft Wizual Studio 2008

Microzoft “Windows Maobile 5.0 MSFP Emulator Images
Microzoft Windows SOE. wB. 08

tozilla Firefox ;I

< Back |

Caricel |

Selecting Repository
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Setup will now prompt for a location to install configuration and messaging data. By default, MailEnable will
install itself under the “Program Files” directory. This can be changed to a different directory by selecting the

Browse button.

MailEnable will detect the repository location if the local repository is being used.

Please select the [Next] button to continue.

_53 MailEnable Repository

ki alEnable needs a file storage location for ite configuration
and meszaging data.

[t iz important that you name thiz directory as a genenic name
independant of the “erzion you are instaling. |f vou chooze to
Lpgrade ko MailEnable Prafeszional Edition, vou should install
itto the SAME directones as Standard Edition. This will rermove
any confuzion as to where MalEnable iz installed and enzure
that you only have a zingle copy of b alEnable libraries on pour
system.

T o ingtall into a different folder, click Browse, and zelect
another folder, If pou are upgrading MailEnable, changing this
directany will hat move any existing data.

" Destination Falder

C:\Program FilesMail Enable Browse. .. |

Cancel

< Back |

Creating an initial post office

When installing MailEnable for the first time, one requirement is to create a post office. A MailEnable post
office should be created for each company or organization that is hosted under MailEnable. A MailEnable post
office can contain multiple domain names. It is therefore advised that post offices are named to be something
more generic than the domain name. For example, MailEnable Pty. Ltd. owns domains mailenable.com,
mailenable.com.au and mailenable.co.uk, so the chosen name for the post office for MailEnable Pty. Ltd.

19
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could therefore be MailEnable. The domains owned by MailEnable Pty. Ltd. would then be assigned to the
MailEnable post office. Another common configuration is to name the post office the actual domain name, as
this simplifies mailbox log-on (as users are often aware of the domain they log into).

A password needs to be assigned for the manager or postmaster of this new post office. The mailbox for the
manager of a post office is called postmaster and is given administrative privileges for that post office (this
allows the postmaster to administer the post office via web administration). It is advisable to use a complex
password for this mailbox, and this password can be changed later.

Please click the Next button to continue.

42 Get Postoffice Details x|

kailE nable requires at least one Post Office to deliver mail to
and from. Y'ou tppically configure one Post Office for each
company that you are hosting mail for. Because this is the first
Fost Office you are regiztenng under MailEnable, it should be
gomething that represents your company or buginess unit name.
You will alzo need to supply a pazsword for the Postmaster
rnailbox for the Fost Office.

Fiost Office Mame: [

FPaszwaord: IXXxxxxxx

Maote: The Pazt Office hame should tepically be lezs than 20
characters and should not contain spaces or any of these
characters "2 []* 77/ AW

< Back | Hest » I Cancel

SMTP connector configuration

The installation will now prompt for specific details for the SMTP Connector.

These settings are outlined in the following table (all of these settings can be changed later):

Setting Explanation

Domain Name The first configuration setting is the Domain Name for this server. The domain name
should be the domain name of the organization that owns or is operating the server. If
this server is being used on the Internet, it is important that this domain name is
registered. When MailEnable is sending out email to remote servers, it will announce
itself as this domain.

DNS Host The DNS host used by the SMTP Connector to locate mail servers. To use multiple DNS
addresses, enter these here, and separate the IP addresses with a space. In most cases,
the same DNS host(s) should be included as configured under the network TCP/IP settings
for the computer.

SMTP Port The SMTP port is almost always set to 25. Very rarely is another port number used and it
is recommended that this setting remain as 25. Corporate or hosting companies/agencies
may wish to use a different SMTP port to 25 to obscure the fact that the server is running
SMTP services. If unsure, leave the setting as 25.

_';‘i'- SMTP Connector Configuration 5!

_ Pleaze enter the domain name of thiz host. [eg: mydomainname. com).
| o sl LR T B et L] % [ 3 1
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LAQMAIr 14 arne: |e:-:amp|edu:umain.u:u:-n1

Fleaze enter the primany DMNS Server for thiz hazst, Mutiple host
elyies should be delimited with a zpace.

DMS Hostls]: 192.168.2.100

Fleaze enter the SMTP listen port. [default should be 25);

SMTP Part: |25—

Note: Befare yvou can recelve messages from the Internet to
domains defined under MallEnable, they heed to be registered
with Maii Exchanger {HX) Records in voor pabiishing ONS

< Back | Hest » I Cancel

Please click the Next button to continue.

Start installation

The installation program will prompt before it commences installing files and registering the application.
Please click the Next button to continue.

The installation will now install files and display a progress window whilst the components are installed and
configured.

Select web mail site

If more than one web site is configured under IIS, the installation application will ask under which web site to
install the web mail virtual directory. Install this either under the “Default Web Site” or an alternate site
configured under IIS. Once the installation of MailEnable has completed, it will be possible to add or remove
web mail from each of the web sites configured under IIS.

[ Note: Do not install MailEnable web mail under the “Administration Web Site”

£ Select WebMail Web Root N |

b allE nable will create an 115 web Site and will allow you bo
configure host header entries ho publizh webmail,

“'ou can optionally create wirtual directonies under exizting web
gitez [which may involve integrating with any other ASF.RNET
applications running on the web site].

¥ Configure web mail az an 15 Yitual Directory

Fleaze zelect a web zerver for the MailEnable application:
“Wwieb Applicaton:
web Server:  |[1)] Default web Site |

Mote: It iz recommended that you choose the Default
‘wieb Site from the lizt shown above [Unlezs vou have
configured multiple zites under 115].

Mewt » Cancel

21 ©2011 MailEnable Pty Ltd. All Rights Reserved.



Standard Manual -

Please click the Next button to continue.
The installation application will display a dialog box while it configures web mail. The configuration of web
mail may take several minutes, so please be patient.

Completing installation

Finally, set-up will inform that the installation procedure completed successfully.
Please click the Finish button to complete installation of MailEnable.

The installation program will advise if a reboot is required after install or upgrade.

4.3 Upgrading
4.3.1 Upgrading

To upgrade to MailEnable Enterprise Premium from either Standard Edition, Professional, Enterprise or earlier
version of Enterprise Premium editions, follow the same steps as outlined in the Installation and upgrading
section (Section 4.1). As the same data stores are used, it is possible to run the installation over the top of the
current configuration.

MailEnable will detect the old version and retain the old settings (unless otherwise specified). More information
on how to upgrade MailEnable to a newer version can be found within the following Knowledge base article:
http://www.mailenable.com/kb/Content/Article.asp?ID=me020040

MailEnable set-up kits are available from the MailEnable web site at http://www.mailenable.com/download.asp

4.3.2 Configuration repository location

When MailEnable is installed over an existing installation, the installation program will prompt for the location of
the configuration repository. It should default to the current configuration location as used by the existing
installation of MailEnable.

+2 MailEnable Repository x|

b allE nable needs a file storage location for ks configuration
and mezzaging data.

[t iz impartant that pou name thiz directon az a genenic name
independant of the Yersion you are installing. If vou chooze to
upgrade to kailk nable Profeszional E dition, vou should ingtall
into the SAME directonies as Standard Edition. This will rernove
ary confuzion az to where MallE nable iz installed and enzure
that vou only have a zingle copy of M aillE nable libraries on vour
spstem.

To ingtall into a different folder, click Browse, and select
another folder. IF pou are upgrading M alEnable, changing thiz
directary will not move any existing data.

" D estination Falder

C:AProgram Fileshh ail Enable Browse. .. |
Cancel |

4.3.3 Replace configuration files

The default setting of the installation is to Preserve Existing Configuration Data. Leave this option selected to
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retain current data and settings when upgrading to a newer version of MailEnable. To overwrite your
configuration with clean installation, (i.e. do not retain post office or mailbox data) select the Overwrite
Configuration Data option.

_E‘i'- Replace Configuration Files x|

IMPORTAMT: Setup has detected that you have existing
configuration data for MailEnable. This typically means that you
are upgradingre-installing MalEnable or are adding a new
zerver o a MailEnable cluster.

[f wous are re-ingtalling kM alEnable, you should avenarite the

data. If you are adding a new server to a cluster or are
upgrading, you should preserve the exizting configuration,

Y'ou can alzo optionally backup this data into a backup
director.

£~ Ovenwrite Configuration D ata
¥ Preserve Existing Configuration Data

¥ Backup Corfiguration Data BACKLUP Directorny

Frezz the Mest button to begin the installation or the Back
button to reenter the installation information.

MNewt > Cancel

The installation has the option to Backup Configuration Data BACKUP Directory. Selecting this will ensure that
the configuration repositories are backed up, which is always good practice. If you are using a database for
configuration storage, this is not backed up.

Simply follow the installation wizard, verifying the settings until the wizard completes. It may be required to
reboot your sever at the end of the upgrade. The underlying configuration data and options are essentially the
same for all MailEnable versions.

4.4 Post-installation configuration

4.4.1 MailEnable Diagnostic Utility

The MailEnable Diagnostic Utility checks the installation for system errors or warnings. The Diagnostic Utility
also reports on the current system configuration. In most cases, the diagnostic report will provide enough
information to determine whether the server is configured properly, or to diagnose system faults.

How to access the MailEnable diagnostic report

1. Navigate within the MailEnable Program Group under ‘System Tools’ or;
2. Navigate within the MailEnable Administration console under Servers>localhost>System>Diagnose or;
3. Open a Windows "Run” command and type "mediag” (without quotes).

Once the Diagnostics Utility has been selected, it may take a few seconds to load (depending on the number of
domains). A web page will be invoked and will give a test output of all services installed within the MailEnable
program. In order to rerun the Diagnostic through the Administration program, right click on the Diagnose icon
and select ‘Refresh’ from the popup menu. Below is an example of this test output and how it is displayed.
The ‘Refresh’ option can also be used if the page does not properly load.

his ity I8 designed to AssisT you in configuring MalEnabie. i valdses your configurasion and assists you n configuning MalEnabls sarvices

V9areimnm InfAarrmatiam
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The classes and test configurations that are run are as follows:

Option Description
Version Contains all required environment data and version information.
Information

Configuration and

Verifies that all repository stores are valid and free from any corruptions or permissions

Data Test errors.
Application Checks various system files on the server that MailEnable relies on.
Environment

System Services
and Tests

A test on services and whether they are correctly installed and running. Some services
are not installed in all versions of MailEnable, and so therefore may fail this test. Click
the Status link for confirmation of whether this is the case.

Queue Status

Calculation of the quantity of all inbound and outgoing emails is displayed here.

Host TCP/IP
Settings

Basic check on IP and DNS configurations.

Network Interface
Report

Check of all Network Interface Cards and validation of drivers.

Mail Transfer

Reports details of the MTA service settings that can affect delivery and Antivirus/pickup

Agent event performance.

SMTP Settings or properties of SMTP settings are defined. Checks security settings for this
Configuration service.

Test

SMTP Relay Relay settings are checked here - verifies that only authorized addresses can send
Settings through the mail server. See the SMTP connector - Relay section (Section 6.2.2.5).

SMTP Inbound
Bindings Test

Provides information on the bindings to IP addresses.

SMTP QOutgoing
Configuration

Shows outgoing SMTP configurations.

SMTP Outgoing
Queue Status Test

24

Shows status of messages queued to remote hosts.
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DNS Resolution Resolves all DNS settings.
Test

Host IP Reverse Outlines the reverse DNS configuration settings and verifies settings. Some mail servers
Lookup Tests will reject email if there is no PTR record configured for the IP address, so if this test
fails a PTR record needs to be configured.

Hosted Domain Checks whether local domains have MX records.
Resolution Test

Reverse DNS Indicates whether reverse DNS blacklists are enabled for the SMTP service.
Lookup
Configuration

Web Application Checks web mail and web administration settings ensuring sites are correct.
Configuration
Test

Message Shows the status of the MTA and configurations of any Filters and AV programs.
Filtering/Antivirus

Authentication Checks all authentications provided by MailEnable.
Tests

Post Office Status | Authenticates all post office accounts and domains.
Tests

[ Note: The Diagnostic Utility is also a separate application which can be run through the Program
Files>Mail Enable>System Utilities menu.

4.4.2 Check and configure DNS settings

In order for remote mail servers to deliver email to the MailEnable server, the correct DNS entries need to be
configured in the Domain Name Services (DNS) hosting the domain records.

The server should have a fixed IP address that is registered under the public DNS. If the server does not have a
static IP address (i.e. the IP address changes) in order to direct emails and domains to the server, a dynamic DNS
provider (e.g. no-ip.com) will be required. A dynamic DNS provider keeps track of the changing IP address and
updates the DNS details accordingly. Companies that offer this service may charge a monthly fee, although there
are some free services available. It is still possible to send email from MailEnable with a dynamic IP address, but
unless the DNS is updated with the new IP address every time it changes, other mail servers will not be able to
connect. Be aware that a number of mail servers will not accept email from the server if it does not have a static
IP address, or if the server is using a cable/DSL connection.

Every domain registered on MailEnable should have mail exchanger (MX) records defined with your Internet
Service Provider (ISP) or whoever is hosting the DNS.

Due to the vast array of combinations for DNS hosting and the number of vendor specific DNS implementations,
consult your DNS provider for instructions or inform them of the servers published IP Address along with the
domain names being hosted under MailEnable and request they configure the DNS accordingly.

If using MailEnable from a computer at your office or home, ensure that your Internet plan allows you to run a
mail server. Some providers block incoming email to mail servers on their network, to avoid the possibility of
spam abuse. They can also block all outgoing email that is not going through their mail server. If unsure, please
contact your service provider. If MailEnable can send email correctly, but does not receive any, it is likely to be
either the DNS settings, or your ISP has blocked incoming email to stop you running a mail server.

More information is available on configuring DNS in the MailEnable Knowledge Base
(http://www.mailenable.com/kb).

The precise approach for configuring DNS depends on whether you are hosting your own DNS or whether an ISP or
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third party hosting the DNS. This section explains how you can configure your DNS if you are hosting your own DNS
Server.

1. Using the DNS Management software for the DNS Server, ensure that a DNS "A" (Host) record has been
created for the mail server. This record type allows the host to be identified by a host name rather than IP
Address. To validate whether the A record was registered correctly, use the ping utility. Attempt to ping
the host using its host name. If this works, then the A record was registered correctly.

2. Next, create an MX record that points to the A record. The way this is achieved depends on which DNS
server/vendor being used

3. When selecting a DNS for MailEnable to use, choose one that can resolve all domain names, which is not
necessarily the DNS which is hosting the domain names. For example, if you host your domain names
through a third party, it is unlikely that you would use their DNS IP address to resolve.

An example for registering MX records using Microsoft DNS Server is available at:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/cb7a2363-0ed6-4c7c-
87ba-7cc9592a8028.mspx

4.4.3 To set up PTR records under Microsoft's DNS Server

1. Ensure that DNS Forwarding is enabled on the server. This means that if a client cannot find DNS records
on the mail server, the DNS server will forward request to your ISPs DNS servers. This can be accessed
under the properties of the server - Forwarders Tab (within DNS Manager)

2. Create the Reverse Lookup Zone for address range of the public IP address (e.g.: 201.248.10.* ). Create
this by selecting '‘New Zone' under the properties of the server (within DNS Manager).

3. Create PTR Records for all of the IPs under the Zone outlined above (within DNS Manager).

4. Ensure the primary DNS IP addresses used by MailEnable's SMTP Connector is configured to use the local
DNS rather than referring upstream to your ISPs. This is much faster and more efficient. (This is done via
the MailEnable Administration program under the properties of the SMTP Connector)

5. Restart the SMTP Service to place DNS Server changes into effect (Service Control Manager)

[{ Note: Check with your ISP that they allow PTR referrals to your server. This can be checked using resources
at http://www.dnsstuff.com

4.4.4 Check mail services

There are various mail services installed with MailEnable. These services run in the background and handle the
sending, receiving and distribution of email. Check that these services are running after the initial installation.

Expand the Servers >localhost >System branch, and click Services. A list of services and their status should be
displayed.

The icons indicate the status of the service:

@ Indicates that the corresponding service is running

@ Indicates the service is not running, or could not be started

If a service is not running, it can be started by right clicking the service and selecting Start from the pop-up
menu. The reason for a service failing to start will be displayed in the Status column. Failure of a service to start
is usually due to another service running on the same port (such as the Microsoft SMTP Service).

Make sure the services that could possibly be interfering with MailEnable are disabled. If a service fails to start,
check its respective Debug log for more details of the failure.
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5 Administration
5.1 Administration

The majority of MailEnable configuration and maintenance is done through the MailEnable Administration
program within a Microsoft Management Console.

Start this application by using the Start menu in Microsoft Windows and Navigating to MailEnable Enterprise by
selecting:

Start>Programs>MailEnable>MailEnable Administrator

The MailEnable Administration program will open and you will be presented with a window similar to the
following:

T Hallenabis - [Halnalc'ofienshle fascet SR =101
| Bbon  Miew  Eavorker (| 4= IQ;EI : iz @ :
Trag | Favories | ]
O Pkt MailEnable

- !JTFF"rhM“':" ok Wwalcorne ta MailEnabln
B

Hew=gng Hanager n .
1 & ® 7 )

Doake Ondne Creake Postoffics Unlinie Support Confiqur ation

Dl B iniwrle dhjehics Eivuail all vsers Tl k aar | i dsile Siel (il

|
The tree view on the left navigates through the various components of MailEnable in order to configure them.
The first item in the display is MailEnable Management.

The second item in the display is Messaging Manager. This is where various global settings, such as Domains, Post
Offices and Mailboxes can be modified. Explanations of these items are contained later in this document. The
panel to the right of the tree view provides either icons for options, or a view of the configuration data
determined by what you have selected in the tree view.

The third item in the left tree view of the Administration program, labeled Servers, is for configuring the various
server specific configuration items for MailEnable.

Many of the tree view items have configuration options. These options can be accessed by right clicking on the
icon and selecting the Properties item from the popup menu.

5.2 Messaging Manager
5.2.1 Messaging Manager

This section describes the configuration of the Messaging Manager. The Messaging Manager configures global
settings for MailEnable. To access these settings, right click on the Messaging Manager icon and select the
Properties item from the popup menu, or click the Configuration icon in the right hand panel.
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5.2.2 Messaging Manager - General

General Settings for MailEnable’s configuration can be found under the properties of the Messaging Manager. The
paths that MailEnable uses to store its configuration data can be configured here.

Messaging Manager Properties ﬂﬂ

I drnimistration I S ecLiity I

Below are vanous pathz which can be modified for MalEnable. Be
aware that chanaing paths will not copy acroz: existing data ta the
new path.

— Configuration Repozitory

The configuration repozitom path containg the configuration
iffarmation for your MailEnable zerver. This includes the bad
mail, quarantine and queues directories.

II::"-.F'ngram File= [#86]4Mail Enable Browse. .. i

~ Meszage Store Repository

The mezsage ztore path containg all the email data for the
MailEnable server.

C:MProgram Files [+861%4 ail Enable\POSTOFF Browse. .. i

(] I Cancel Eoply Help

Setting Explanation

Configuration | The configuration repository path contains the configuration information for your server. This
Repository includes the: Bad Mail Quarantine and Queues directories.

Message Store | The message store path contains all the email data for the MailEnable server.
Repository

5.2.3 Messaging Manager - Administration

Messaging Manager Properkties j ﬂﬂ

General Adminigtration | SECUTit_l.JI

1 Mew mailbozes have a size limit

Mailbox quaots: I Uplirmited — kilobptes

Mate: Thiz only affectz mailboxes created through the
M ailEnable adrministration oroaram
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| S

Automatically create an email address for each domain,
Jw]ss :
with every new mailbox created.

YWhen displaving the mailbos list, dizk uzage iz determined;
IEaIn::uIate sizes [slow) ll

— Wirkual lizt lirnit;

tdallE nable will try to load all the display list tems in the
adminiztration program inko memory to gort and wiew. Thiz
can cauze long delaps for large numberz of mailboxes. The
value below determines how many mailboxes need to be in
a pozt office befare a wirtual list iz uzed.

[f uzing TAE delimited [default] confiquration storage,
mailbas lizts after thiz zize will not be sarted.

List lirmit: I 500

k. I Cancel | Lpply | Help

Settings Explanation

New mailboxes have size Configures the default quota for mailboxes, so every new mailbox created will
limit have a quota configured.

Automatically create an  If there are several domains in a post office and this setting is selected, then
email address for each every time a mailbox is created in a post office a mail address or address mapping
domain with every new  will be created for each domain for the mailbox.

mailbox created.

When displaying the Use this option to set the size calculation method for listing mailboxes. The
mailbox list, disk usage is available options are:
determined:

Calculate sizes (slow):

This option will set the calculation method to calculate the sizes of of the
mailbox folders when accessing the mailbox list. This can have an impact on
performance if the list of mailboxes is large and each mailbox contains large
amounts of messages.

Use precalculated sizes (fast):
Will use the pre calculated size reported within the DIRSIZE.tmp file
Dont show sizes (fastest):

This option will disable the calculation method and not display any sizes within
the mailbox list.

Virtual list limit: MailEnable will try to load all the display items in the administration program into
memory to sort and view the lists. This can cause long delays for large numbers of
mailboxes. This option determines how many mailboxes need to be in a postoffice
before a virtual list is used.

£ Note: If using Tab Delimited files (default) configuration storage, mailbox
lists after this size will not be sorted.

5.2.4 Messaging Manager - Security

The security tab contains the server settings for password encryption and Windows authentication integration as
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follows:

Messaging Manager Properties ﬂjﬁ

Generall Administration  Security I

— Pazzword Detailz

Your pagzwords are not curently encropted. IF pou wizh to
uze encrepted pazswords, MailE nable will need to stop all
mail 2ervices and convert vour files. Be aware that we
cannot restore pazsword files for customers,

Encrypt passwords...

"1 Enable Integrated Authentication

|ntegrated Authentication allows pou to configure each
Poszt Office to authenticate with Windows Credentials.
Thiz zetting enablez or dizables Intearated Authentication
Support for MailEnable. You can configure 'WwWindows
Authentication far each Pozst Office.

k. I Canicel Apply Help

Setting Explanation

Password When using Tab Delimited Configuration Providers, which is the default storage within
Details/Encrypt | MailEnable, MailEnable passwords are stored in text files with a TAB extension under the
Passwords \config directory of the MailEnable directory structure. You can optionally specify to encrypt

MailEnable passwords. If you are using integrated authentication, Windows credentials will
take preference to these passwords.

Enable This is a system wide setting that allows you to simply enable or disable authentication for all
Integrated hosted MailEnable post offices.
Authentication

MailEnable Integrated Authentication allows you to use Windows Authentication as well as
MailEnable’s inbuilt authentication. It also allows you to have mailboxes created within
MailEnable as users successfully authenticate using Windows Credentials. To enable
integrated authentication, you must select Messaging Manager Properties (right click on
Messaging Manager) and check the box labeled “Enable Integrated Authentication”.

5.3 Post office configuration

A post office is used to host multiple mailboxes and domains under one area. For example, to provide mail
hosting for multiple companies, each company would have a post office. A post office can have multiple domains
and mailboxes assigned to it. A small mail server might only have one post office. Post offices can have the
same name as a domain. It is common for hosting companies to use a domain name as a post office name and to
only have one domain within that post office with the same name.
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5.3.1 Post office configuration

A post office is used to host multiple mailboxes and domains under one area. For example, to provide mail
hosting for multiple companies, each company would have a post office. A post office can have multiple domains
and mailboxes assigned to it. A small mail server might only have one post office. Post offices can have the
same name as a domain. It is common for hosting companies to use a domain name as a post office name and to
only have one domain within that post office with the same name.

5.3.2 How to create a Post Office

How to add a new postoffice:

1. Select the Messaging Manager branch in the left tree view window of the MailEnable Administration
program.

2. In right pane window, an icon labeled Create Post office will be shown.
3. Click this icon to create a post office and enter a post office name.
4, A password for the postmaster mailbox that will be created for the post office will need to be specified

To access the postoffice properties window right click on the newly created postoffice and select properties in
the right click menu

5.3.3 Post office - General

Once Integrated Windows Authentication has been enabled globally as per the Security and authentication
settings section (‘Security and authentication settings’ in the on-line documentation), each post office can
then be configured with specific authentication settings.

The General tab dialog configures the Microsoft Windows domain that post office mailboxes can authenticate
against. The name of the mailbox must match the corresponding Windows account name. For example, a
mailbox named Administrator will be able to authenticate using the Windows Administrator password.

In simple implementations there is likely to be only one domain, or the authentication will be done against the
local machine. More complicated implementations will allow authentication against specific domains (i.e.: if
the organization is made up of multiple domains).

2=

General I

= Lze [ntegrated Windows Authertication

) Uze Posk Office Wame as Windows Bomain N ame

£ (ap this Past Hifice to the following Danmain:

[

= Autaratically create malbowf suceezsiul oo and
are doesnt exizk

Crarnaim M ame

[T &uthenticate agaitist dctive Directon

- [zers must authentizate agamst indows Lserand ot
fall back to MalEnatle configured passwand

indows authentication iz currently dizabled. To enable thiz,
and allow individual postoffices to be configured, edit the
S ecurnty options under the Meszaging Manager properties.
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Ok Cancel | Apply | Help | ‘
Setting Explanation
Use Integrated Windows Defines whether the post office can use Windows Authentication.
Authentication
Use Post Office Name as Select this option if the name of the post office matches the desired Windows
Windows Domain Name Domain Name.

Map this Post Office to the Defines the Windows Domain Name that the will be used for authenticating
following Domain Name this post office’s mailbox users. To authenticate against the local machine,
either leave the Domain Name blank or enter a single period (.).

Authenticate against Active | Configures MailEnable to use User Principal Name (UPN) style logins, rather

Directory than legacy Windows NT style logins. Both login mechanisms work equally as
effectively, except Active Directory hosting of multiple domains in its
hierarchy.

Automatically create Allows accounts to be created as users authenticate. If a user enters valid

mailbox if successful login Windows credentials, their mailbox is created automatically. Enabling this

and one doesn’t exist option immediately provides access to mailboxes for those who have

validated against the specified domain.

Users must authenticate Enforces a user to only authenticate against the Windows user database and
against Windows user and not fall back to the MailEnable authentication database.

not fall back to MailEnable
configured password

5.3.4 Postoffice - Quota

The postoffice quota value is the allocated hard drive space that has been allocated to an entire postoffice.
When the limit is reached a notification message is sent.

MailEnable Properties p ed

Restrictions I Service Selection i Feature Selection
teszzage Store | w'eb Admin | Filterz I wheh hMail
Gereral Uuota I Agents

— Enable quota notifications for pozt office

[luiota: I 100 megabutes

When post office has reached Igg percent

af itz quata limit, natify this mailbos;

! [

Current post office size: Mot caloulated

E |

|pdate |
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] I Caricel

Appl

Help

Setting

Enable quota notifications for
post office

Quota

When the post office has
reached

of its quota limit, notify this
mailbox

Description

Standard Manual -

Enables the quota option for the postoffice.

The hard drive space allocated in megabytes

The percentage value that needs to be reached before a notification is sent to
the notification mailbox

Dropdown menu to select the mailbox to be notified

on |/0 performance.

' Note: Ensure not to use the update button on postoffices where mailbox content is very large as will impact

5.3.5 Post office actions

5.3.5.1 Post office actions

In the MailEnable Administration program, expand the post offices branch to display all the available post offices.
Selecting the post office will display the available actions (as seen in the diagram below).

right click menu.

[ Note: The same actions can be found by right clicking on the postoffice and selecting All Tasks within the

Tﬁ *Maslimahle - [*ailtnsble’ MadEnable Management' Messaging Mansger Post Off ces’ me]

| %5 Coeoie  Window  Heln

| pawn gew teome: || & o SE X &S|

Tress | Favories |

- I_:_"_] alirsble Marsgsmsy:

1 MaEnatie MailEnable

=1 0 Messaging Manacer Adrnirnsher b
B 548 Pt Offices
By
| | Dwomnains
|- | Maibares
..+ Groups
L&‘ ka1
B Bt Mal
= % s AT

# rﬁ SEreers

: FosbOifice

Create Doimaln

7

Trprarl Dhsaers

T
[
.

Rk Elunta

Create *aillwon

{&

[IE PO [ERS RIS

=101 x|
WS- BT
Create a Groig Impart Windows U
SRS,
Edil Delmll Mecwoe Erail Ubsaers
| il
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5.3.5.2 Export users

A user list can be exported in CSV (comma-separated value) format, with selected fields. To export users;
1. Find the post office where the user details are to be exported.
2. Right click the post office name, select All Tasks and then select Export Users.
3. From the list, select the fields to export to the file.
4,

Enter the filename to save as and select Export.
5.3.5.3 Import Windows users

Windows users can be imported into a MailEnable post office. This will create a mailbox for each Windows user.
To import users;

1. Select the post office to import the users to

2. Select either the icon for Import users, or right click the post office name, select All Tasks and then select
Import Windows Users

3. Select the Windows users to import
4. Select whether to give them a specific quota, or allow them to have an unlimited amount of space

5. The password for all selected users can be set to the same, or MailEnable can generate random passwords
for users. If generating random passwords, it is possible to export a list of all the users and the passwords
assigned

6. By default, users are given an email address corresponding to a domain for the post office being imported
into. Select the domain to assign email addresses for. Mailboxes are automatically enabled when created.

5.3.5.4 Import users

This feature allows you to import users to the local post office. A comma delimited file that is formatted as
emailaddress,password,quota must be used. Password and quota is optional. If not provided then default
settings are used and domains will be created if necessary.

If quota limits are not specified in the file, these can be set to a certain limit, or unlimited.

If password settings are not specified in the file, a random password may be generated or a set password can be
created for all imported users.

5.3.5.5 Email users (all)

An administrator is able to e-mail all the users at a post office by selecting/clicking on the post office name
under Messaging Manager > Post Offices.

Then administrator then clicks on the Email users icon to send an email to all users of a particular domain.
5.3.5.6 Email users (individual)

An administrator can e-mail a user/mailbox owner from within the Messaging Manager by right clicking on the
mailbox and selecting Send email.

5.3.5.7 Delete messages

Messages can be deleted from MailEnable either globally, or by post office, or mailbox. It is possible to specify
how many days old the messages have to be, whether to delete all messages before a certain date, or to delete
all messages.
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5.3.5.8 Set quota

Selecting this option will reset all mailbox quotas for the post office to the specified value. This will only affect
the current mailboxes, not any future ones that will be added.

5.3.5.9 Edit default message

This edits the default message (which has the filename default.mai) that is created in a mailbox when the
mailbox is created. For more detailed information on this selection, please see:
http://www.mailenable.com/kb/Content/Article.asp?ID=me020027

5.4 Domain configuration

Multiple domains can be assigned to a post office. At least one domain needs to be configured in order to have a
valid email address. Domains are placed under the post office that owns them. Use the MailEnable Administration
program to manage the domains that are serviced by a post office (or customer). A domain is needed in order to
create email addresses and allow users to send emails.

5.4.1 How to create a domain

Multiple domains can be assigned to a post office. However, at least one domain needs to be configured in order
to have a valid email address.

How to add a domain:

1. Navigate within the administration console to: Messaging Manager > Postoffice > (Postofficename) >
Domains

Right click on Domains and select properties in the right click menu
Enter the full domain name within the Domain name field
Select a postmaster address as the domains notifications address.

Click Apply and then OK
The newly created domain will be listed in the right hand pane window.

ou kW N

Example: To receive emails such as sales@mailenable.com or info@mailenable.com, enter the domain
name as mailenable.com within the domain name field.

L]

5.4.2 Domain - General
General | Blackiist

Dramain Marme;
f

[~ Domain is dizabled

Abuse [abuzel] address mail gets sent to:
I[N one] j

Postmaszter [postmaster@) address gets sent to;

IF'Iease zelect postmaster j
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Catchall email addresz/mailbos:
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![N one|

[~ et az Smart Host
[T Onlyrelayemal fiom authenticated users

R edirect mail ta [attermpt in thiz order];

&

Al s,
- i Femaye
k. I Cancel | Smply | Help

Setting Description

Domain is | Stops email being sent to the domain.

disabled

Abuse Enter the email address or select the mailbox for the abuse@domain email address.

Address

Postmaster | Enter the email address or select the mailbox for the postmaster@domain email address. This is

Address a mandatory setting.

Catchall A catchall address will collect all emails for a domain that do not have a mapping to a mailbox.

Address Either select an existing mailbox, or enter another email address to act as the catchall.
Implementing a catchall will capture more spam, so make sure this mailbox is monitored.
Warning: It is advisable not to enter a remote email address or a local mailbox which is being
redirected to a remote address as a catchall. Doing this will cause the server to on-send all the
caught spam and is likely to result in blacklisting by the remote server and possibly putting the
server on a global blacklist.
When an inbound connection via SMTP is made and there are multiple recipients to addresses
that are destined for a catchall mailbox, only one message is delivered to prevent multiple
copies of the same email being delivered. Messages that are delivered to a catchall will have
the recipient list in the Received header, or on the alternate catchall header line, if this is
enabled.

Act as Redirects all mail for the current domain to another mail server. This would be used if, for

Smart Host | instance, the server was acting as a backup mail server for the domain. Specify a port number

by adding a colon and port number after the IP address. e.g. 192.168.3.45:30. Do not enter the
IP address of your MailEnable server, as it will create a message loop (the mail server will send
to itself) and messages will finally end up in the Bad Mail directory. See the Smart host section
(Section 6.2.2.9) for more information on smart hosting.

Use the ‘Only relay email from authenticated users’ option in order only to relay email from
users that have met the SMTP relay option criteria. This can be used if a domain is configured
to send to a specific relay server (e.g. you might configure the aol.com domain to relay through
to another server for your users, but don’t want anyone to send aol.com messages through your
server).

5.4.3 Domain - Blacklists

mailenable.com.au Properties

2l x|

General  Blacklist l
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Blacklizted domainz are unable to zend email to this
domain. Thiz checks the envelope zender of the
email, which may be different ta the email contents.

Dramaing

Add...

Hemoye

k. I Cancel Appl Help

Add blacklisted domains for the selected domain. Blacklisted domains are unable to send mail to this domain.
The Domain properties blacklist checks the envelope sender of the email, which may be different to the email
contents.

Setting | Description

Domains | Remote hosts can be denied access to the system by adding them to the blacklist for a domain. This
effectively denies a server the ability to send to the domain if the domain in a senders email address
matches an item in the blacklist. For example, if you add the domain “mailenable.com” to the
blacklist for a domain, then the domain will not accept any emails from mailenable.com.

5.5 Mailbox configuration
5.5.1 Mailbox Overview

A mailbox is a repository for email. It is used to store emails for one or more email addresses. When a user
connects with a mail client application (Outlook Express, Eudora, etc.), they connect to a mailbox to retrieve
their email. When creating a mailbox, MailEnable will automatically create an email address for each domain in
the post office, using the format mailboxname@domain. A mailbox can have multiple email addresses. This
means a user only requires one mailbox to connect to, from which they can retrieve email from all their email
addresses.

5.5.2 How to create a mailbox

When creating a mailbox, MailEnable will automatically create an email address for each domain in the post
office (if the setting for automatically creating email addresses for each domain is enabled in the Messaging
Manager Properties - see the General settings section (Section 5.2.2)) using the format mailboxname@domain.
When a mail client application logs onto to MailEnable to retrieve email, it needs to have its username formatted
as mailboxname@postofficename.

How to create a mailbox
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1. Navigate within the administration console to: Messaging Manager > Postoffices > (postofficename) >

Mailboxes
Right click

AN o

on mailboxes and select New Mailbox...

Specify a mailbox name
Specify a mailbox password or alternatively click on Select Random button to set a random password.
Click Apply and then OK

5.5.3 Mailbox - General

The General tab of mailbox properties displays as below:

Mailbox Properties el 4

b ailbox M ame:

I .ﬁ.ddressesl Hedirectiunl .ﬁ.ctinnsl Messagesl

[

IF'u:-stmaster

I zermame for mail clients:

IPDstmaster@M alEnable

Pazzword:

Ixxxxxxxx

Select random... |

Mailbox Type: I

1 Maibax has

M ailbiox quu:uta:I |rlimited  kilobwtes [0KB]

USER |

a zize lirmnit

[~ Prevent uzer from authenticating

[T Mailbox is Disabled

tailbox Size: 0 kilobytes [0 KE]

Delete Meszages. .. I

o |

Cancel I Spply Help

Setting

Description

Mailbox Name

This is the name of the mailbox. Once created, this cannot be changed. This both identifies
the user and ensures there is no duplication of mailbox names. As the Mailbox Name is
entered into the text box, the POP Logon name entry just below it will change to reflect
the entry.

POP Username
for mail
clients

This is the username used for logging onto the server via POP3. Use this information to set
up the client mail software. The POP Logon name is the same as the “User Name” that is
used by mail clients when they connect to the server to retrieve email. MailEnable uses the
@ symbol to identify the post office the mailbox belongs to. This way, the same mailbox
names can exist in different post offices (although the username to retrieve their email will
differ, since the username is formatted as mailboxname®@postofficename).

Password

38

The password for the mailbox. The client software uses this when connecting. If SMTP
authentication is turned on, this password is also used for sending email. Other extensions
to the MailEnable product may also use this username/password combination. The password
that is set is the same as the password used by mail clients to authenticate when they
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Select random
password

Creates a random 8 character alphanumeric password.

Mailbox Type

Determines the access level for the mailbox. If the mailbox is given "ADMIN" rights, then the
user will be able to administer this post office in MailEnable via the web administration
interface. If the user is given “SYSADMIN” rights, then they will be able to modify any post

office settings.

Mailbox has a
size limit

Limits the size of the mailbox. If an email will take the size of the inbox over this limit, the

email is bounced back to the sender.

Prevent user
from
authenticating

If enabled, this will prevent a user from authenticating or logging into any service where

the credentials for the mailbox are supplied.

Mailbox
is Disabled

When a mailbox is disabled, it cannot be accessed via a service, such as POP3 or web mail.
Useful for suspending account, it makes the mailbox or email mappings to the mailbox

inactive, without deleting it.

Delete
messages

Delete messages from the mailbox.

5.5.4 Mailbox - Addresses

When creating a mailbox, email addresses are created for all the domains available in the post office. For
instance, for the domain mailenable.com, if a mailbox called ‘sales’ was created, the email address
sales@mailenable.com would be automatically created.

To create new email addresses, selecting the Addresses tab at the top of the mailbox properties window. A
list of the current email addresses will be shown.

Mailbox Properties el 4

Friendly Mame;
Reply To Address;

l Hedirectiunl .i'-.ctinnsl Messagesl

!Pnstmaster@mailenahle. O, AL - I

E mail &ddreszes for Mailbox;

Add Email.. I Hemoyve I
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| k. I Cancel Spply Help |

In order to add another email address for this mailbox, click the Add Email button. The first text box, Enter
email name is where the first part of the email address is entered. E.g. to add sales@mailenable.com, only
requires the word sales to be entered. The full address of the email being added is displayed in the window.

The Available Domains list box in this window lists domains that are entered via the Create Domain icon.
MailEnable can only add email addresses for the available domains in each post office account. For the
purpose of this guide we have entered only one domain. In cases where there is more than one domain in a
client’s post office account, these domains will appear in this list box. It is then possible to select the
appropriate and then entering the email name that is required. Select OK on the Add Emails window when the
address has been entered. It will now appear in the mappings list.

Select OK on the Mailbox Properties window as your mailbox has now been configured

Setting Description

Friendly | The Friendly Name is used as the display name for emails sent via web mail and for the sender

Name for auto-responder messages. When sending messages from email clients, the friendly name is
configured within the client application, not on the server.

Reply To | This address is used as the reply to address for auto responders.

Address

Email Each mailbox can have one or more email address mapped to it. Use the Add Email... button to

Addresses | add new email addresses. It is only possible to add an email that matches an existing domain for

for the post office. When first creating a mailbox, MailEnable will automatically create email

Mailbox addresses for each of the domains for the post office.

5.5.5 Mailbox - Redirection

The redirection tab sets redirections for a specific mailbox to be forwarded to one or more email addresses.

Generall Addresses  FRedirection I.-'l'-.n::ti-:nnsl Messagesl

1 Redirect thiz mailbos ko

Current Redirectionz:

fidd), i Hemowve,.. i

[T Keepacopyof the message n mailbos
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| k. I Cancel Spply Help |

Setting | Description

Redirect | Redirect all email for the mailbox to an alternative email address or addresses. To enable

this redirection, select the ‘Redirect this mailbox to’ checkbox. Select the Add button to add email
mailbox | addresses. If more than one email address is listed, the email will be copied to all of the addresses
to listed. There is a limit of approximately 25 email addresses that can be redirected to (the limit

depends on the length of each email address). For a large number of redirections, use a group (see
the Create a group section (Section 5.6.2)) - this allows an unlimited number of addresses.

Keep a | By default, when redirecting a mailbox to another email address a local copy is not retained.
copy of | Enabling this option keeps a copy of all messages that are being redirected.

the
message
in
mailbox

5.5.6 Mailbox - Actions

The actions tab allows for the configuration of auto responders and delivery events.

Generall .&ddressesl Fedirection Actions | Messagesl

1 Enable autoresponder
Subject;

Contents of meszage:

1 Enable deliven evert

Frogram to execute on mail file:

| Broee, i

| k. I Cancel Spply Help

Setting Description
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Enable Enabling this will send a message back to anyone who sends an email to the mailbox. The auto
auto responder will not reply to a message marked as bulk. It is not possible to enable auto
responder | responders for the postmaster mailbox.

Enable Allows a program to be executed on every message when it is delivered to a mailbox. The
delivery | command line executed is:
event

program messagefilename connectortype

Where program is the program filename, messagefilename is the name of the message file and
connectortype is the type of messages (i.e. SMTP, LS, SF). Be aware that the directory path to
the message is not passed to the program. The program will need to read the directory path
from the Windows registry.

The path to the message for the delivery event can be built from values retrieved from the
Windows registry. The following registry key returns the root path of the messages queues for a
server:

HKLM\SOFTWARE\Mail Enable\Mail Enable\Connectors\Connector Root Directory

To get the full path to the postoffice connector queue, which is holding the message for the
delivery event, append the text "\SF\Outgoing\Messages" to the value retrieved. The parent of
this folder has the command file for the message if required. Be aware that the path to the
message file is different for the MTA pickup event, so scripts or external programs would have to
be modified accordingly.

The delivery event will not execute for any messages marked as bulk. Bulk messages are mostly
system generated messages such as delivery failures, delivery reports, and autoresponder
replies. Messages from list servers may also not execute the delivery event.

5.5.7 Mailbox - Messages

The messages tab will list up to 200 messages in the currently selected mailbox and optionally allow all email to
be forwarded to another mail account.

Generall .-'-‘-.ddressesl Hedirectiunl Actions  Messages |

Double-click to view meszage:

Filename I Size | Date

DEFALILT. kA 5150 23/03/2011 1:54:12 PM

4 | »

Farward all email..
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| F, I Cancel Spply Help |

Setting | Description

Messages | Lists the messages in the current mailbox. Select an item to view the contents of a message. Only
the most recent 200 messages are displayed.

Forward | Forward all email from this local mailbox to another mail account. It is possible to specify what
all email | account to have the messages forwarded from. This will forward the mail in the same way a mail
client would. All mail will remain in the mailbox unless the option to delete mail is selected.

5.6 Group configuration

A group is an email address that maps to one or more other email addresses. For example, a group which has the
recipient as staff@companyx.com can have 50 email addresses as members of this group. When someone emails
staff@companyx.com, the email is duplicated and sent to all 50 members.

5.6.1 How to create a group

When creating a group, the group name is the full text description of the group (for ease of identification). The
recipient address is the email address of the group and within this group there can contain multiple external
groups. Groups can contain external addresses, so the one group can have different email addresses that are not
hosted on the server.

How to create a group

1. Navigate within the administration console to: Messaging manager > Postoffices > (postofficename) >
Groups

Right click on groups and select New > Group...

Specify a group name

Click on Add Email... and enter an email name then click OK
Click Apply and then OK

oW

5.6.1.1 How to add a group member

How to add a group member

1. Navigate within the administration console to: Messaging Manager > Postoffices > (postoffice name) >
Groups > (Group name)
2. Right click on the group name and select New > Group Member...

3. Specify an email address that is to be added as a group member. Alternatively click on the Advanced
button and select a mailbox local to the postoffice that the group resides under.

[ Note: Be cautious of using the Advanced option if you have a large number of users in the post office as it
may take a while to load the mailbox list.

5.6.1.2 How to import group members

To import users into a group from a text file, right click on the group icon in the tree view display and select the
All Tasks > Import Members menu item.

5.6.2 Group - General
20|
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eneral

Group Mame:

[~ Group iz dizabled

To email thiz group, wze one of the email addrezzes
belowy:

teztingt@mailenable. com. au

Add Email... | Hemoye |

k. I Cancel Sy Help

Setting Description

Group Create a name for the group e.g. staff@example.com

name

Group is Stops the group from working so that if someone emails the group address, the email will bounce

disabled back indicating that the address is not valid

Add email | Add other email addresses for the group e.g. allstaff@example.com

5.7 Lists configuration

5.7.1 Lists

MailEnable contains a list server that enables people to subscribe and unsubscribe to a list. A list is an online
discussion group or information mailout, where emails are sent out to all the members. People are able to post to
the list (e.g. list@companyx.com), and the server will duplicate their email and send it out to all the members.

5.7.2 How to create a list

How to create a list

1. Navigate within the administration console to: Messaging Manager > Postoffices > (postoffice name) >
Lists

Right click on Lists and select New > List
Specify a list name.

Set the domain to be used for the list address

AR R N

Set the list owner address/moderator
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6. Click Apply then OK
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the SMTP properties.

& Note: The list moderator address cannot be the same as the System Notification address that is set within

5.7.3 Lists - General

The general options associated with a list are outlined in the following table:

General I Options | Header | Footer |

Lizt name:

Itestlist

Select domain for this list;

I rnailenable. corm. au - I

Lizt owner email [alzo moderator]:

[ Listis dizabled [~ Enable list help

[T Track send results for this list

send from: I Maoderator address j
List Type: [Urmoderated e |
D escription;

YWhen people wish to zend a mail tothis list they uze
the following address:

|testlist@mailenable. 0. ALl

k. I Cancel Apply Help

Setting Description

List name | The name of the list. This determines the address that people email to in order to post to the
list. The full email address for the list appears at the bottom of the General property page.

Select The domain used for the list name.
domain for
this list

List owner | The email address of the moderator. When a list is moderated, all the emails that are posted
email (also | are sent to the moderator. It is the job of the moderator to decide whether or not the email is
moderator) | to be posted. Only emails coming from the moderators email address will be posted to the list.

List is Disables the list so no one can post to it.
disabled
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